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 Anonymity and Encryption

 Accessing data in the Cloud / MLA

 Data retention

 Accreditation and Professionalization

 Digital Evidence Exchange

(Some) Current Challenges in Digital Investigations



More and more devices and applications are using anonymization
and encryption 

 Anonymization: hard/impossible to trace back an action to an IP 
address
 The Onion Router

 VPNs

 Encryption: used both in transit and on devices making 
harder/impossible to
 Intercept data

 Extract data during a (post mortem) digital forensics investigation

Anonymity and Encryption



Example: WhatsApp Encryption



Mobile Forensics Challenges
(Source: CELLEBRITE Survey 2015)



 Backdoor?

Malware/Trojan installed on the device?
 Remotely
Manually

 Provider cooperation?

Anonymity and Encryption: solutions?



Example: WhatsApp stored contents



 The big players have a fundamental role!
 Google, Facebook, Apple, Microsoft, Samsung, Yahoo!, Linkedin, 

Twitter

 Each provider has its own guidelines!

 Transparency Reports

 Need to modify MLA Procedures to improve access to data 
stored in other jurisdictions

 Relevant activities made by the COE Cloud Evidence Group
 http://www.coe.int/en/web/cybercrime/ceg

Accessing data in the Cloud / Data retention / 
MLA Procedures



Cloud Evidence Group



Professionalization of Digital Forensics

Regulation of 
Profession

Accreditation 
of Labs

Validation of 
Tools



• Regulation of Digital Forensics Professions
 Require a strong standardised knowledge basis

• Strong understanding of underlying IT concepts

 Continued training
• Continuous technological developments – need to remain up to date

 Certification by an independent certification board
• Regional or international board with nationally accredited bodies?

• Validation of digital forensics tools

• Accreditation of digital forensics labs
 Guidelines for digital forensics labs

 But demonstration of conformity with standards counts towards accreditation

Professionalization of Digital Forensics



• To be a good digital forensics analyst, an IT technical 
background it is not sufficient

• There is a need of specialized training and continuous 
update of competences, because technology moves very fast

• It is impossible to find an expert for every single specific sub-
field of digital forensics

• Training is needed for 
• Law Enforcement

• Private sector consultants

• Legal (judges, public prosecutors, lawyers)

Training in Digital Forensics: why?



• Courses on digital evidence/digital forensics 

 to be included into standardised curriculum at law school

 to be included into continued training for lawyers

 to be included into mandatory training for magistrates
• Example of best practice: Magistrates Course in Belgium (LEAs/Prosecution/Magistrates)

Training for 
Judges, Public Prosecutors and Lawyers



 No standard view/organization around 
European countries
Most relevant:
 Nederlands Register Gerechtelijk Deskundigen (NL)
Standards Digital Forensics (2016)

 Forensics Science Regulator (UK)
«Certification, registration and assessment of digital forensic experts: The UK experience»

(Sommer, Digital Investigation, 2011)

Forensic science providers: codes of practice and conduct

Digital forensic services: codes of practice for forensic service providers (2014)

Method validation in digital forensics (2016)

 NIST
Recommendations for the accreditation of Digital and Multimedia Forensic Science 

Service Providers (2016)

Accreditation of DF Experts/Labs



• No existing standard

• Chiefly human based

• Exception: data obtained by third parties (i.e. ISPs) are 
exchanged in electronic format, but without a common 
standard

• What information needs to be exchanged?

• When may the exchange take place?

• How the information can be exchanged?

• Which kind of stakeholders are involved?

• How to generate trust among all potential stakeholders?

Electronic Evidence Exchange: status quo



• Information about the people involved 
(both technical and legals)

• Surroundings information about legal authorization

• Information about the used process/lifecycle

• Information about the chain of custody, by identifying who did what, when 
and where

• Actions performed by people

• Information about the source of evidence and the digital evidence obtained 
during the process

• Complete descriptions of the identified objects inside the digital evidence

• Relationships between objects

Electronic Evidence Exchange: what?



• Developing a formal standard language to represent the widest range 
of forensic information and forensic processing results and 
include legal requirements

• Implementing the exchange on already existing platform or create a specific platform for 
the Exchange?

• Advantages
• Facilitating the exchange process, including legal requirements data (e.g. how results are obtained)

• Forensics tools interoperability

• Forensics tools verification

• Needs
• Agreement on the language structure among various actors (i.e. forensics tools manufacturers to 

extend/adapt their tools)

• Trust between stakeholders

Electronic Evidence Exchange: how?



Cloud Evidence Group
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